
DoA™ (Data-over-Audio) uses a simple combination of sound, 
software, and existing device hardware to create a seamless, 
reliable, secure, cost-effective, and energy efficient approach to 
connectivity and always-on communication. 
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Foreward

Data-over-Audio
The idea of transmitting or sharing data using sound isn’t 
new. Any kind of communication that leverages sound to 
share a message is “data-over-audio.” Early audio 
communication goes back billions of years to vocalized 
animal sounds. From elephants to bats and whales to sea 
birds, animals share messages of warning, defense, 
parental care, and courtship. Grunts, clicks, roars, snorts, 
cries, howls, and sounds inaudible to the human ear all 
carry information. 

It’s assumed that before early humans developed a spoken 
language (approximately 200,000 years ago), they also 
communicated via grunts, whistles, and other noises. Cave 
paintings indicate drums were also used to communicate 
over long distances with neighboring tribes. To facilitate 
message sharing, patterns or specific sound types were 
created. Eventually, horns and other percussion 
instruments fulfilled the same purpose.

With the development of speech and language – the most 
basic human form of audio data transmission – 
sophisticated forms of sound communication evolved. 

Artists hid secret messages in music such as Mozart’s 1791 
opera The Magic Flute, which used mathematics to embed 
secret information. Inventors discovered ways to use 
electricity to transmit sound, the most enduring example 
being the telephone, invented in 1876. And the 
convergence of evolving sound technologies to solve 
communication problems resulted in numerous and 
creative applications marking pivotal points in human 
history. One such event includes the 1941 Navajo Code 
Talkers who created and used the only unbroken 
spoken/language code in WWII.

As the functionality of electronic devices continues to 
advance, science fiction is becoming reality. Anywhere, 
anytime, communications regularly occur between 
satellites orbiting distant planets and earth or individuals 
on opposite sides of the world. We take for granted access 
to electronic sound in the form of digital music, podcasts, 
and video sharing. All the while, the ability to transfer data 
using sound continues to evolve. Data-over-audio™ can 
now be used to identify and connect electronic devices in 
addition to sharing data that will initiate seamless 
communications.

THE HISTORY OF DOA™
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The History of DoA™

1636 - Marin Mersenne (a.k.a. the Father of Acoustics) 
presented the first evidence of the frequency of an audible 
tone (at 84 Hz) in Harmonie Universelle.

1843 - The first experimental facsimile (Fax) machine was 
invented by Alexander Bain.

1850’s - John LeConte began the study of ultrasonics with 
his technique for observing the existence of ultrasonic 
waves using a gas flame.  

1876 - Alexander Graham Bell invented the telephone.

1877 - Thomas Alva Edison was the first to record and 
playback human voice on a phonograph.

1898 - Nikola Tesla demonstrated one of the world's first 
wireless remotes to control and direct a miniature boat’s 
rudder and propeller.

1908 - The dial tone was invented; later it was used to 
indicate an available line and the phone was ready to make 
a call.  

1919 - Rotary dialing was introduced to eliminate the need 
for an operator - the dialing wheel interrupted the current 
to create pulses that corresponded to the digits of the 
“dialed” number

1941 - Hedy Lamarr was co-awarded a patent for 
“Spectrum Spread Communications,” which formed the 
backbone for modern communication protocols such as 
Wi-Fi and cellular.

1956 - Zenith “Space Command” TV remote control used 
ultrasound waves to change channels; a different sound 
controlled a receiver unit built into the television.

1963 - The first push-button phone with touch-tone dialing 
was introduced.

1965 - The first dial-up connection was made between a 
computer in Massachusetts and a computer in California.

1969 - The first professional wireless network was 
developed at the University of Hawaii.

1973 - Voice Over Internet Protocol (VoIP) transmission 
began.

1977 - The first PC modem automatically dialed and 
switched between data and command modes.

1980 - ITU G3 Facsimile Standard was developed, making it 
possible for fax transmissions over phone lines to become 
a regular form of communication.

1982 - The compact disc (CD) was introduced, making 
digital recordings widely available.

1997 - The first MP3 player was developed.

2012 - LISNR® introduced the Smart Tone™, the world’s 
first inaudible data-over-audio solution.

2015 - LISNR® launched its developer portal and 
data-over-audio SDK. The company also announced a 
$10M in a Series B raised from industry leaders such as 
Intel Capital.

2017 - LISNR® announced the first global deployment of 
any data-over-audio solution as audio replaces the ticket 
for the world’s largest ticketing company, Ticketmaster.

2017 - LISNR® announced the evolution of their Smart 
Tones™ called KAB® (KAudioBit). This is the biggest 
technological advancement in data-over-audio since the 
emergence of LISNR®‘s solution in 2012. The first 1,000 
bits/sec audio solution in the world makes LISNR® the first 
truly viable data-over-audio solution for secure data 
transmission use cases.
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Know Your DSP

Digital Signal Processing
Sound can be used to identify, connect to, and share data 
with any device that has a speaker and microphone; this 
makes it possible to seamlessly leverage the functionality of 
all devices. What makes this possible is software. 

Digital signal processing (DSP) is the science of using 
computers to understand and generate numerous types of 
digital data. This process encompasses a wide variety of 
activities: filtering, speech recognition, image enhancement, 
data compression, neural networks, and much more. As it 
relates to transmitting data-over-audio (DoA™), these 
activities include encoding data into an audio signal and 
decoding the data in order to extract it from the audio 
signal.

Defining sound
Sound is energy created by vibrations (kinetic energy) 
moving through a medium (water, air, etc.). When an object 
moves, it vibrates, or moves back and forth (oscillation). 
This regular motion moves outward, pushing against the 
particles closest to the object. Those particles bump into 
other particles next to them, which causes those particles 
to vibrate and bump into still more particles. That motion is 
a sound wave.

If the sound vibration is fast, a high note is created. If the 
vibration is slow, a low note is created. The pattern of each 
sound wave looks different.

There are two primary characteristics of a sound wave that 
affect hearing – frequency and amplitude.

Frequency – the number of times per second (rate) that a 
sound wave cycles from positive to negative back to 
positive again: this is measured in cycles per second (hertz - 
Hz) and provides a means to identify sounds people can 
hear (audible) and can’t hear (inaudible).

Amplitude – the strength of a sound wave, its intensity; the 
human ear interprets this as volume. The decibel is a 
measurement of a sound’s pressure or electrical pressure 
(voltage) level. 

Who hears what
Human beings hear sounds ranging from (low) 20 Hz - 
20,000 Hz (or 20 kilohertz - kHz). Frequencies above 20 kHz 

are called ultrasound; this range is inaudible to humans. 
The human voice generates sounds that range from 
approximately 250 Hz - 5,000 Hz and is the range human 
ears are most sensitive to. The threshold for hearing 
changes as people age. Adults have a lower maximum 
frequency, so by the teen years most people can’t hear any 
sound higher than about 18 kHz.

Some animals can hear higher frequencies, but those 
sounds aren’t inherently dangerous. Damage to hearing 
occurs when sounds are too loud, regardless of frequency. 
For example, a dog whistle uses a very high frequency 
range (23 - 54 kHz), but it doesn’t move the air enough to 
damage hearing. 

Putting the data into sound
The intentional modification of a sound wave - audio signal 
processing - is how data is added to an audio signal. 
Software creates a sound (modulation) that makes it 
possible for data to move from one device to another or 
many devices. One method used to change the data into 
sound is called frequency-shift keying (FSK) - a simple digital 
modulation technique. A binary FSK (BFSK) signal uses two 
frequencies; a quadrature FSK (QFSK) uses four 
frequencies. An increase in the number of frequencies 
used makes it possible to send data more quickly.

The device receiving these sounds needs a signal that 
indicates some data is available for delivery and translation 
(demodulation). For this reason it’s necessary for an audio 
tone to include some directions for the receiving devic

The three terms below describe the parts of a LISNR® DoA
™ transmissio

Preamble - The first part of the audio signal that announces 
the presence of a signal so that the receiving device knows 
it needs to start decoding data. This is like a delivery person 
ringing a doorbell.

Header - The second part contains customizable metadata 
about the information being sent, which tells the device 
how much data it should look for, and it also performs 
error correction. It can also include security features, such 
as encryption tokens.This is the delivery person shouting, 
“Package for Ms. Lamb from Cra Outfitters.”

Payload - The third part includes the actual data being sent 
(data packet). This is opening the box, pulling out all of the 
pieces, and assembling the enclosed tent.

KNOW YOUR DSP
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Taking the data out of sound
Extracting the data (demodulation) can only occur when 
the receiving device identifies a DoA™ signal. The device 
employs a decoder that will identify a signal it recognizes as 
falling within a specific frequency range. Once the signal is 
verified, the decoder checks the data against the valid 
frequency options. If everything checks out, the data will be 
extracted from the audio signal, the instructions included in 
the data will be identified, and the secondary action will be 
initiated (e.g. display text, play a sound). 

The payload size transmitted by DoA™ is determined by the 
technology of each solution provider. Transmitting that 
sound from one device to one or many devices requires 
only a speaker (to send) and a microphone (to receive). 
However, there are external factors that can affect the 
process of sending and receiving sound waves.

Overcoming sound barriers
The best possible DoA™ transmission can be affected by 
hardware and environment. These things need to be taken 
into account in the DoA™DSP and error correction. 

The most common challenge is reverberation, or a series of 
echoes in a short period of time that are created when a 
sound wave bounces off something solid. Small spaces and 
lots of reflective surfaces - concrete, glass, many sharp 
angles - will increase reverberation, while sound absorbing 
materials - carpeting, curtains, acoustic panels - will 
decrease the likelihood of echoes. Filters prevent 
reverberation being a problem. The best DoA™ solution will 
work effectively in any environment with any noise level 
when the filtering employed is sophisticated.

RF solutions such as Bluetooth and beacons fail due to 
interference caused by signal noise and environmental 
factors. For example, metal shelving can cause disruptions 
for RFID tags. Standard data-over-audio signals can go 
around and through all kinds of materials - glass, metal, 
drywall, concrete - as anyone in a building with a loud party 
knows. What makes audio signals ideal for any commercial 
space is that fact that other noise and environmental 
factors have little or no effect on the transmission or 
reception of sound waves. 

How DSP is used in the data-over-audio process is 
explained in the next chapter, Data-over-Audio in Action.  
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DoA™ in Action

frequency range (e.g., 12-19.2 kHZ). This makes the sound 
nearly inaudible to human hearing in most environments. 
The SDK also employs filters and will only utilize the audio 
signals with the DoA™ modulation; this makes detection 
and transmission occur quickly.

Data transmission across all wireless 
devices
Data-over-audio detection is the ability to identify and 
demodulate data sent via sound. The DoA™ signal used for 
device detection and data transmission is sent using a 
speaker. This could be the speaker built into a device or 
one that’s part of an external sound system. The receiving 
device picks up the sound via a microphone. 

In order for a device to accept a signal, the microphone 
must identify an audio signal is contained within the 
frequency range of the transmission. The SDK then uses 
audio filters to disregard background noise, focusing only 
on frequencies within the transmission range. This includes 
ignoring human speech, making it impossible to intercept 
any vocal sounds when using the DoA™ technology. 

Even though the microphone and speaker use minimal 
power, it’s possible to automatically turn on the “filtering” 
capability when it’s needed and turn it off when it isn’t. How 
data is shared depends on the DoA™ solution being used 
and the secondary action that data will initiate.

Therefore, any device with the DoA™ SDK will be able to 
send and receive data embedded in sound as long as 
they’re in audio range to each other. That distance can be 
as close as a few centimeters or as far as 4.5-7.6 meters 
(15-25 feet) away for a average smartphone - it just 
depends on the volume of the device sending the audio 
signal.

Implementation: from software to live
Deploying a DoA™ solution is surprisingly quick because 
the hardware needed - speakers and microphones - is 
nearly everywhere people live, work, and play. Deciding 
what kind of solution fits where in a workflow mirrors the 
kind of preparation common to any problem solving 
process. The most challenging issue will likely be the 
mindshift to understand how this new alternative can 
replace outdated but familiar methods of connectivity. 

A DoA™ sound transmission is created to carry a specific 
kind of data to a specific device. The data itself is converted 
into 1s and 0s that can be sent in a digital form. It’s then 
added (modulation) to a sound signal that is audible or 
inaudible to the human ear. Any device with a DoA™ SDK 

can create these transmissions - smartphone, wearable, 
tablet, laptop, desktop computer, etc.

Who sends (broadcaster) the audio signal and the audience 
(receiver) for the messages will determine the best way to 
use the technology - only identification, or identification 
and data transfer. What kind of communication activity the 
technology will be used for (solution) influences the DoA™ 
deployment. 

Whether a one-way communication or a two-way exchange 
is needed, the purpose for a communications activity will 
determine how sound will facilitate that information 
exchange. The best solution can be used for sending 
anything from text to binary data in any physical 
environment to any size audience. DoA™ technology can be 
added to an existing app or incorporated into the design of 
a new software, making it functional for any industry. 

The next chapter, The Business of Data-over-Audio, 
presents numerous ways in which the DoA™ solution can 
be applied to common, and not so common, business 
situations.
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